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Abstract— Authentication is the act of validating the truth of an attribute of a user or a piece of data claimed true by
an entity. Authentication is the method of confirming one’s identity. It involves confirming the identity of a person by vali-
dating the user identity proofs or verifying the authenticity of a website using x.509 digital certificates. Authentication is
related to multiple fields. In art, historic and anthropology, a general problem is to verify that the given artifact was pro-
duced by a definite person or in a definite place or period of history. In computer science, verifying a person's identity is
often required to allow access to confidential data or systems. The basic authentication scheme is using alphanumerical
usernames and passwords. To crack these passwords, many times attackers use intelligent programs. To avoid this, Capt-
chas can be used as an add-on security measure to verify whether the interacting person is human or an automated bot.
There are several methods proposed by various authors. In this research, authors propose an elegant method to design

the captcha which prevents the interaction of intelligent bots in any information system..

Index Terms— Security, Captcha, Authentication, Digital Certificate, Signature, ldentity, Bot detection

1 INTRODUCTION

APTCHAs are extensively used to thwart any action that

is mechanized to execute an action that is employed for a

human. They are principally used to thwart intelligent
bots who creates fraudulent accounts at the websites. A
CAPTCHA is a function that can engender and evaluate
whether the interacting person is human or an automated
computer program. Humans can easily pass through these
evaluation tests, where as an automated computer program
cannot pass through it. Such applications can be used to dis-
tinguish humans from automated bots and are extensively
used in network security.
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Fig 1. An example of Visual Catcha

Audio CAPTCHAs uses characters written on a complex
surface like Visual CAPTCHAs and these characters are read
out and is very helpful for a physically challenged person or
sometimes visual captcha characters can’t be recognized by a
normal human being. BotDetect CAPTCHA is a model of au-
dio Captcha is used to assure human verification and is also
adaptable to the blind and visually impaired persons. It is de-
veloped with the guide lines of Access Board section 508, and
uses XHTML 1.1 and WCAG, AAA compliant markup. Nor-
mally, BotDetect audio Captcha works with HTML5 <audio>
elements for sound playback. It also identifies browsers which

don't support Html5 Wav audio fully or partially, and falls
back to using <embed> and <object> elements. It protects all
kinds of browsers which play audip captcha and endure as
accessible like they perform before Html5 audio. BotDetect
audio Captcha mechanism uses 12 different audio styles, whe-
reas each style uses a unique mixture of effects and noises. It
makes audio Captcha greatly powerful to any automated au-
dio analysis, exclusively when the audio style is picked arbi-
trarily. A simple Audio CAPTCHA model is shown in the fol-
lowing figure Fig.2

Retype the characters from the picture:
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Fig 2. A model audio captcha which pronounces the captcha code

The next category of CAPTCHA isimage CAPTCHA.
The naming CAPTCHA displays six images to the user. Each
image is labelled with corresponding name. If the user enter
the correct name of the image which is already tagged with
the image, then the user can pass the verification round.

2 REVIEW OF LITERATURE

CAPTCHAs are generated in the unbreakable possible way
which avoids any algorithm to disrupt them, but still some
significant work was done to break these CAPTCHAs . In
2003, Mori and Malik [3] developed a shape matching algo-
rithm to disrupt EZ-Gimpy and Gimpy CAPTCHAs. They
attained a success rate of 92% in EZ-Gimpy and 33% in case of
Gimpy. In 2004, Moy et. al. [2] used distortion estimation pro-
cedure to break EZGimpy CAPTCHAs and also attained a
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great success rate. EZ- Gimpy CAPTCHAs have been focused
in Chellapilla research. This work shows “segmentation” is a
very difficult problem than “recognition” because machine
learning algorithms can competently solve the recognition
problem, but currently there was no effective algorithm to
decipher the segmentation problem causing by these added
clutters[5]. The image opening and labelling techniques are
used to develop a segmentation algorithm [4]. EZ-Gimpy and
Gimpy CAPTCHAs can be categorized into four types namely
Simple Background (No Mesh), Black Mesh Background,
White Mesh Background and Loosely Connected Characters.
This method takes words from a dictionary with 850 words, so
one can easily break this algorithm. A correlation algorithm
was designed to identify the exact word from EZ-Gimpy
CAPTCHA 99% of the time. A direct distortion estimation
algorithm identifies the correctly the first four letters from a
Gimpy-r CAPTCHA is 78% [5].
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Fig 3: Gimpy Captcha

In Simple (No Mesh) EZ-Gimpy, the characters were writ-
ten on a simple background whereas in Black characters are
written on a black, White Mesh EZGimpy the characters are
written on white mesh. Most of the web servers use CAPT-
CHAs as an add on security measure to distinguish human
users from Bots. In a text CAPTCHA, characters are intention-
ally distorted and connected to thwart recognition by Bots.
Text CAPTCHA security can be enhanced by scientifically
adding noise, distortion, and arranging characters more
strongly [7, 9] is a significant concern in designing Text
CAPTCHAs [26]. Examples of text-based CAPTCHAs include
the Gimpy method [8], Handwritten CAPTCHA [22], the Baf-
fle text method [16], the PayPal method [22], the Hotmail Me-
thod [19], Dynamic Visual Patterns [18], and Pessimal Print
method [17]. Successful text CAPTCHAs that were used by
Microsoft, Google and Yahoo works with techniques that are
resistant to segmentation [12, 13], and [14] attacks by using
random acrs, connected random lines and crowding charac-
ters.

Game CAPTCHA method works with a database of car-
toon mini-games which are very interesting and supportive
for end users with some accessibility difficulties as well. These
CAPTCHAs are not likely suitable for desktop terminals, but
they are more suitable for mobile and touch-screen devices
also [20] and is shown in Fig 4..
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Fig 4. An example of Game Captcha

Image-based CAPTCHAs [21] require the end users to
recpgnize labelled images or rotated images. In Image Recog-
nition CAPTCHAs, the end users are provided with a finite set
of images to name, distinguish or identify anomalies in them.
In implicit CAPTCHAs [15], end users need not have to read
or type anything and makes simple clicks on hot spots. Draw-
ing captcha [26] generates various dots on a screen with noisy
background. The following figure shows an example of draw-
ing captcha

Flensae drnw tha shmpa in tha ox 1o subimil tha fosm

Captcha passed!

jQuery Drawing Shapes Captcha

Fig 5. Drawing Captcha

OCR works with automatic recognition of different cha-
racters in a document image which leads to clear, unambi-
guous recognition, analysis and understanding of the docu-
ment content. OCR system segments the captcha text zone into
text lines, text lines into words, and then words into charac-
ters.

These characters are then recognized by the user. The as-
signment of recognition can be generally separated into two
types: machine printed data and the handwritten data. Pre-
processing, Segmentation, Feature Extraction, Recognition and
Post processing are major stages in OCR captchas[10, 11]. The
success or failure rate of an OCR system depends on segmen-
tation and feature extraction functions.

OCR-based CAPTCHAs are mostly text-based CAPT-
CHAs where the user is shown distorted images of letters
and/ or digits. The user is required to recognize them and type
the answer in the given text field. But, these CAPTCHAs have
an inbuilt drawback.

OCR-based CAPTCHAs are very problematic for mobile
phones and devices like PDAs and palmtops, because the
use of keyboard may be infeasible or difficult. CAPTCHAs
are becoming more and more difficult for genuine users,
and at the same time attackers are also improving better in
breaking the existing CAPTCHAs [31].
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3 PROPOSED METHOD

The improved method is designed in such a way to increase
the resistance of image CAPTCHA method to hackers attack.
The structure is as follows:

a) The method displays a series of 3D images on left and

right side of the screen.

b) Images are displayed in a jumbled order with differ-
ent models of same images.

c¢) Now the computer program asks the user to choose
the 3D image with its corresponding image of the
same type. These images need not be identical but
contains images of similar type.

d) If the user matches all these images correctly, then the
user is allowed to enter the names of these images in
the given text box in the displayed sequential order.

e) If the entered name sequence is correct, then one can

guess that user is human, and is not a bot.

More over the text box remains disabled until the user
matches all these images correctly, then only the text box is
enabled and user can enter the correct sequence of names of
the mapped images in text box. In this method computer re-
quires four abilities to pass the test

i) User has to identify the shape of the given image

ii) User has to match all these images with the corresponding
same type of images on the right hand side.

iii) Finally user has to find the names of these images and he
has to type in the given text box by using a comma as a sepa-
rator of these names.

To enter the name of the image in the text box by an intelligent
bot, it is difficult for the computer to realize these tasks in cor-
rect order, only a human user can recognize and choose the
concerned object. This method can be implemented by Java or
any other programming language. The implementation is sim-
ilar to original CAPTCHA method with some differences.
The CAPTCHA program select 6 images (objects) randomly
that must be different from the previous images.

4 EXPERIMETAL RESULTS

This method displays a series of 3D images on left and right
side of the screen. Images are displayed in a jumbled order
with different models of same images. Now the computer
program asks the user to choose the 3D image with its corre-
sponding image of the same type. These images need not be

identical but contains images of similar type.
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Fig 6: Captcha Verification

If the user matches all these images correctly, then the user is
allowed to enter the names of these images in the given text
box in the displayed sequential order. If the entered name
sequence is correct, then one can guess that user is human,

and is not a bot.
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Fig 7: Captcha Analysis
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5 CONCLUSION

In distributed networks, verifying a person's identity is of-
ten required to allow access to confidential data or systems.
The basic authentication scheme is using alphanumerical
usernames and passwords. To crack these passwords, many
times attackers use intelligent programs. To avoid this, Capt-
chas can be used as an add-on security measure to verify
whether the interacting person is human or an automated bot.
There are several methods proposed by various authors. In
this research, authors propose an elegant method to design the
captcha which prevents the interaction of intelligent bots in
any information system. The proposed captcha provides more
security than the other methods. To enter the name of the im-
age in the text box by an intelligent bot, it is difficult for the
computer to realize these tasks in correct order, only a human
user can recognize and choose the concerned object. This me-
thod can be implemented by Java or any other programming
language. The implementation is similar to original CAPT-
CHA method with some differences.
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